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@ Reprogrammlng methods and apparatus. 



I Two mobile communications handset termi- 
nals A and B for a cellular telephone system 
each Incorporate a microprocessor (5) for con- 
trolling the operating components (6) of the 
terminal. Each microprocessor operates under 
control of software stored in a FLASH Eprom 
(10). When the two units are lnteixx>nnected by 
a special cable loom (C), a 12 vdt supply (18A) 
of one of the units is applied to the FLASH 
Eprom (10A) of that unit, switching it into a 
reprogrammlng nK>de. This 12 volt supply is 
also applied via an output tenminal (26B) to the 
FLASH Eprom (108) of the other unit which is 
thus likewise switched into a reprogrammlng 
mode. Via the cable loom (C), each handset 
(A,B) compares the grade of the software stored 
in its FLASH Eprom (10A,10B) with the grade of 
software stored In the other's FLASH Eprom. 
The handset storing the higher grade software 
then assumes a MASTER mode and the other 
one assumes a SLAVE mode. The lower grade 
software In the SLAVE handset is erased from 
its FLASH Eprom and replaced with the higher 
grade software from the MASTER hand set In 
tfiis way, once a handset has been re-prog ram- 
nrted with the latest update of software, it can 
Itself be used to reprogram other handsets. 
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The invention relates to reprogramming nwthods 
and apparatus. In one particular application, the In- 
vention relates to methods and apparatus for rsprog- 
ramming mobile communications terminals. How- 
ever, the invention is generally applicable to the re- 
programming of any microprocessor-based system or 
equipment 

According to the invention, there is provided a 
method of reprogramming a computer-controlled unit 
so as to upgrade software stored in reprogrammable 
memory means In the unit, comprising the steps of in- 
terconnecting the unit with a second, similar, unit, 
comparing the grades of the software respectively 
stored in the memory means of the two units to de- 
termine which (If either) of them is storing the soft- 
ware of the higher grade, and using the unit which is 
storing the software of the higher grade to replace or 
revise the software of the othw unit so that It also is 
of the higher grade. 

According to the Invention, there Is also provided 
a method of reprogramming software stored In re- 
programmable memory means of a microprocessor- 
based unit, in which the reprogrammable memory 
means is switchable between a normal operating 
mode and a reprogrammable mode, comprising the 
steps of interconnecting the unit with another, similar, 
unit, switching the reprogrammable memory means 
of a first one of the unit Into the reprogrammable 
mode, causing the first unit to switch the reprogram- 
mable memory means of the second unit into the re- 
progrOTimable mode, causing each unit to signal to 
the other the current grade of the software stored in 
its reprogrammable memory means, carrying out a 
comparison step at each unit by which the grade of its 
software Is compared v/ith the grade of the software 
of the other unit whereby the unit (if either) whose 
software has the higher grade enters a MASTER 
mode and the unit (if either) whose software has the 
lower grade enters a SLAVE mode, the unit in the 
MASTER mode thereafter updating the software 
stored in the reprogrammable memory means of the 
unit in the SLAVE mode to the higher grade. 

According to the invention, there is further pro- 
vided apparatus for upgrading software stored in re- 
programmable memory means in a computer-control- 
led unit, comprising interconnecting means for inter- 
connecting the unit with another, similar, unit, means 
in each unit which is responsive to such interconnec- 
tion to compare the grade of software stored in its 
memory means with the grade of software stored in 
the memory means of the other unit, and reprogram- 
ming means in each unit and operative when the com- 
paring means of that unit determines that the grade 
of software stored in that unit is higherthan the grade 
of software stored In the other unit to upgrade the 
software stored in the other unit 

According to the invention, there Is yet further 
provided In combination, for a cellular telephone sys- 



tem: (a) at least two mobile communications termi- 
nals, each incorporating a microprocessor for control- 
ling its operation which operates under control of soft- 
ware stored in reprogrammable memory means of the 
5 terminal which is switchable between a normal oper- 
ating mode for norn^ operation of the terminal and 
a reprogramming mode In which the software can be 
reprogrammed; and (b) interconnection means for in- 
terconnecting the two units in such a manner as to 
10 cause their respective memory means to be switched 
Into the reprogramming mode; whereby when so In- 
terconnected each unit under control of its respective 
microprocessor compares the grade of software stor- 
ed in its memory means with the grade of software 
15 stored in the memory means of the other unit to de- 
termine which (if either) memory means is storing the 
software of the higher grade, and whereby the micro- 
processor means cooperate such that the software of 
the lower grade Is thereafter upgraded to the higher 
20 grade. 

According to the Invention, there Is still fijrther 
provided a mobile communications terminal for use in 
a cellular telephone system, comprising microproces- 
sor means for controlling the operation of the terminal 
25 in dependence on software stored in reprogrammable 
memory means In the terminal, the memory means 
being switchable from a normal operating mode to a 
reprogramming mode by the application of a prede- 
termined voltage thereto, and a source of the prede- 
30 termined voltage within the terminal; whereby appl^ 
cation of the predetermined voltage to the memory 
means enables the software in the memory means to 
be loaded into the memory means in another, similar, 
unit so as to upgrade the software therein and/or to 
35 enable the software which it stores to be upgraded by 
loading into the memory means software from the 
memory means of another, similar, unit 

According to the invention, there is also provided 
a cable loom for Interconnecting two mobile commu- 
40 nications terminals each of which incorporates a mi- 
croprocessor for controlling its operation and reprog- 
rammable memory means storing software for con- 
trolling the microprocessor, the memory means being 
switchable from a normal operating mode to a reprog- 
45 ramming mode by the application of a predetermined 
voltage thereto, the cable loom canprising means for 
applying the predetermined voltage to both memory 
means so as to switch them Into the reprogramming 
mode whereby the microprocessor means of the units 
50 compare the grades of the software respectively stor- 
ed in the two memory means to determine which (if 
either) has the higher grade and thereafter cooperate 
such that software of the higher grade is passed via 
the cable loom Into and is stored In the memory 
55 means of the other unit 

In a particular example to be described in more 
detail below, the Invention is applied to the reprog- 
ramming of a mobile communications terminal (e.g. a 
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mobile or portable handset) used in a cellular tele- 
phone system (in particular, a digital form of such a 
system). Such a~ cellular telephone system enables 
users of mobile or portable handsets to communicate 
with each other and with telephone users of a PSTN. s 
In such cellular systems, each handset incorporates 
microprocessor-based equipment for controlling vari- 
ous operations of the handset within the system. The 
software for controlling the microprocessor is stored 
within the handset. From time to time, the system pro- io 
vider may update the software (for example, so that 
it provides additional fecOities for subscribers to the 
system). Such subscribers may therefore wish to up- 
date the software within their handsets so as to take 
advantage of these extra facilities, in a manner to be is 
explained, the Invention enables such handsets to be 
reprogranrmied simply, quicldy and inexpensively. 

Methods and apparatus for reprogramming mo- 
bile communications terminals in a cellular telephone 
system will now be described, by way of example 20 
only, with reference to the accompanying diagrann- 
matic drawings in which: 

Figure 1 is a schematic circuit diagram of two 

such terminals or handsets; and 

Figure 2 is a flow chart for explaining the opera- 25 

tion of the methods and apparatus. 

Shown in Figure 1 are two mobile or portable 
communications terminals or handsets for use in a 
cellular telephone system. For example, they may be 
fbr use In a digital system such as the GSM pan-Eu- 30 
ropean cellular system. 

One such handset. A, comprises a microproces- 
sor 5A which controls the basic elements of the hand- 
set which are indicated diagrammatically at 6A. Such 
basic elements comprise the microphone for receiv- 35 
ing the voice input, the audio circuitry for processing 
the resultant signals produced by the microphone, 
the transmitting and receiving circuitry, and control 
circuitry for controlling the operation of the handset 
both in Its receiving and transmitting modes. 40 

The microprocessor 5A contains a small amount 
of memory indicated at 8A. The main storage for the 
microprocessor, however, is stored in a reprogrann- 
mable memory 10A which stores the software con- 
trolling the operation of the microprocessor. The re- 45 
programmable memory 1 0A is in the form of a Rash 
Eprom. 

The handset has a serial interface shown at 12A 
with input and output terminals 13Aand 14A. The nor- 
mal use of this interface is for testing purposes and so 
for connection to an external power source (e.g. in a 
vehicle), or to a PC. 

The handset also has an analogue to digital con- 
verter 15Aby means of which analogue input signals 
can be fed to the microprocessor 5A such as for the 55 
purpose of power nrtanagement 

The handset Includes a power supply (not shown) 
which provides the necessary power supplies for op- 



erating the various components of the handset This 
power supply produces a 5 volt supply on a line 16A. 

However, the handset also incorporates a voltage 
converter 18A which receives the 5 volt supply from 
the line 16A and converts it into a 12 volt output on 
line 20A. This 12 volt supply is fed to an output termi- 
nal 22A and also to an input of the analogue to digital 
converter 15A on a line 24A« 

The FLASIH Eprom 10A Is operable in a normal 
mode and a reprogramming mode. In its normal 
mode, It Is powered by the 5 volt supply. In Its reprog- 
ramming mode, however, the FLASH Eprom is sup- 
plied with the 12 volt power supply. The reprogranv 
ming process will be described in more detail below. 

The handset is provided with an input terminal 
26A which is connected to another Input of the ana- 
logue to digital converter via a line 28A and also, via 
a switch 30A, to the FLASH Eprom. The operation of 
switch 30A is controlled by the microprocessor by 
means of signals on a line 32A. 

The second handset, B, Is Identical with handset 
« A. Corresponding items are therefore similarly refer- 
enced, but with the suff be "B" instead of "A". 

In a manner now to be described In more detail, 
the two handsets A and B can be interconnected so 
that the one of them whose FLASH Eprom contains 
the newest issue of software reprograms the othw 
handset so as to update the software stored In its 
FLASH Eprom to the same issue number. 

This process is carried out by means of a cable 
loom indicated generally at C. The cable loom conn- 
prises duplex links 40 and 42 which interconnect the 
input and output terminals 13A,13B,14A and 14B of 
the serial interfaces 12A and 12B of the respective 
handsets. In addition, the cable loom includes a link 
44 which connects the 12 volt output terminal 22Aof 
handset A with terminal 26B of handset B. 

Finally, the cable loom incorporates a link 46 
which connects terminals 22Aand 26Aof handset A. 

It is assumed that handsets A and B are handsets 
operating in a cellular telephone system and that 
there has been an update of the handset-controlling 
software. It Is also assumed that the software in one 
of the handsets has been updated while the software 
in the other handset is of the previous or an earlier 
version (or lower issue number). The updated soft- 
ware may have been placed into the first-mentioned 
handset by means of special programming equipment 
- or (using a third, re-programmed, handset) by 
means of the method now to be described. Irrespec- 
tive of the manner in which it has been re-program- 
med, however, it is caused to re- program the second 
handset by connecting the two handsets by means of 
the cable loom C. In a manner now to be described, 
this automatically causes the re-programming proc- 
ess to start 

Once the two handsets have been interconnect- 
ed by the cable loom C, handset A is powered ON. 
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This poweilng-ON process causes the microproces- 
sor 5A (in response to its operating program stored in 
memory 8A) to check fdr the presence of a 12 volt 
supply at terminal 26A. This checking process is car- 
ried out via the analogue to digital converter 15A. In 
the present instance, of course, the cable loom C will 
provide a link (link 46) between terminals 22A and 
26A and will thus provide a 12 volt supply on line 28A. 
The microprocessor 5A reacts to this by closing 
switch 30A to enter the reprogramming mode. 

Under normal operating circumstances, when 
the cable loom C is not used, powering ON of the 
hand set wfll not produce a 12 volt supply on line 28A, 
and the handset will thus enter the normal operating 
mode. 

The second handset B is now powered ON. In re- 
sponse to this powering-ON, this handset likewise 
checks for the presence of a 12 volt supply on termi- 
nal 26B. Such a 12 volt supply will be present, be- 
cause of link 44 in cable loom 0. Handset B therefore 
likewise enters the reprogramming mode, upon do- 
sure of switch SOB. 

As shown in the flow diagram of Figure 2, each 
handset now in the reprogramming mode, transmits 
the issue number of its software from the output ter- 
minal of its interface 12A, 12B to the input terminal of 
the inlerfece of the other handset, and each handset 
checks the software issue numter received. 

As handset A was the first one to be powered ON, 
it will be t he f frst to transmit its software Issue number 
and it will thus be waiting for the software issue num- 
ber ftom handset B when the latter Is powered ON. 
Handset A compares its own software issue number 
with the software issue number received from hand- 
set S. If the latter issue number is lower than its own 
Issue number, handset A entera the MASTER mode. 
If, on the other hand, the Issue number received is 
greater than its own issue number, it entere the 
SLAVE mode. In either case, it re-Issues its own issue 
number to handset B. Handset B carries out a similar 
process and therefore either enters the MASTER or 
SLAVE mode. 

If both handsets receive equal issue numbers, 
they return to normal operation. Likewise, each re- 
turns to normal operation if it does not receive an is- 
sue numberfrom the other handset within a predeter- 
mined time. 

At the end of this process, both handsets are 
either in normal operation or one is in MASTER mode 
and the other is in SLAVE mode. Assuming that the 
latter is the case, the handset in MASTER mode 
takes control of all future interactton between the two 
units. 

More specifically, the handset in MASTER mode 
commands the other handset (in SLAVE mode) to 
erase all the software from its FLASH Eprom. Such 
erasing can take place because the FLASH Eprom is 
powered by the 12 volt supply. The handset in MAS- 



TER mode then downloads Into the FLASH Eprom of 
the other handset the new issue of software, this 
downloading process taking place in blocks until the 
FLASH Eprom of the handset in SLAVE mode has 
5 been completely re-programmed with the higher Is- 
sue software. On completion of the process, the 
handset in SLAVE mode returns a checksum to the 
other handset to confirm completion of the operatton. 
The software for controlling this reprogramming 
10 process is held in memory 8A,8B of each micropro- 
cessor 5A.5B. 

If this reprogramming procedure is interrupted, 
the controlling sof tware in the memory 8A, 8B of the 
handset operating in the SLAVE mode causes that 
15 handset to assume a special software issue number, 
this issue number is the lowest possible and repre- 
sents the presence of invalid or corrupted software - 
that is. to reflect the fact that the re-programming 
process has been Interrupted so that the FLASH 
20 Eprom contains invalid software. On any subsequent 
powering ON of this handset, the presence of this 
special issue number will cause the unit automadcaily 
to enter the SLAVE mode. 

In the manner described, therefore, a simple 
25 cable loom enables one handset to re-program arv 
other one with the latest issue software. A user own- 
ing a number of different handsets merely has to have 
one of them re-programmed by the service provWer 
and he can then use that re-programmed hand set to 
30 re-program all his other handsets. It will be apparent 
that each handset re-programmed in the manner d^ 
scribed could then itself be used to re-program an- 
other handset In this way, after the f irat re-program- 
ming operatton, there are two handsets capable of 
35 carrying out subsequent re-programming. After each 
of those has carried out further re-programming, 
there will then be four handsets capable of carrying 
out subsequent re-programming; and so on. 

It is also possible for a handset operating in the 
40 MASTER mode to be connected not merely to one but 
several other handsets - by a modified form of the 
cable loom 0 - so as to re-program them all. When a 
group of handsets is interconnected in this way, one 
of the handsets would issue a broadcast command to 
45 all the others. Each of the other handsets would then 
respond by signalling the controlling handset with an 
Identifying signal, such as corresponding to its serial 
number. In order to prevent all the responding hand- 
sets from responding simultaneously, they could be 
50 arranged to respond sequentially after respective de- 
lays determine by their serial numbers. The control 
ling handset would thus receive the serial numbers of 
all the other handsets and could then address each 
of them in turn, asking them to send their respective 
55 software issue numbers. Those with tower issue 
numbers would thus enter the SLAVE mode and the 
re-programming process described above would then 
take place. 



EP 0 583 077 A1 



8 



Various modifications can be niade. For example, 
it may be advantageous to omit the 5 volt to 12 volt 
converter 1 8 tirom each handset but to provide this ex- 
ternally, as part of the cable loom C. This would help 
to prevent Inadvertent corruption of the software 
which might result from incorrect or unintended inter- 
connection of terminals 22 and 26. 

The Interface 12 could be a parallel interface in- 
stead of a serial interface. 

Although the method and apparatus have been 
described with reference to the use of a FLASH 
Eprom in each hand set, other suitable forms of re- 
programmable memory could be used instead. 



Claims 

1 . A method of reprogramming a computer-control- 
led unit (A,B) so as to upgrade software stored in 
reprogrammable memory means (10A10B) In 
the unit, comprising the steps of interconnecting 
the unit (A) with a second, similar, unit (B), conv 
paring the grades of the software respectively 
stored in the memory means (10A,10B) of the 
two units (AB) to determine which (if either) of 
them is storing the software of the higher grade, 
and using the unit (A or B) which is storing the 
software of the higher grade to replace or revise . 
the software of the other unit (A or B) so that it 
also Is of the higher grade, characterised in that 
each reprogrammable memory means (1 OA, 1 0B) 
Is switchable between a normal operating mode 
in which its said software is used for controlling 
the unit (AB) and is not reprogrammable and a 
reprogrammable mode In which its software can 
be reprogranruned, and in that the step of inter- 
connecting the first-mentioned unit (A) with the 
second unit (B) includes the step of switching 
each memory means (10A,10B) into the reprog- 
rammable mode. 

2. A method according to claim 1, characterised in 
that the comparing step includes the step of 
causing each unit (A,B) to transmit data to the 
other (A,B) representing the grade of the soft- 
ware stored lii its memory means. 

3. A method according to claim 1 or 2, characterised 
by the step of responding to interruption of the re- 
progranruning step t>efore its completion by stor- 
ing, in the memory means (10A10B) , data sig- 
nifying storage of corrupt software. 

4. A method according to daim 3, characterised in 
that the said data indicates the lowest grade of 
software. 

5. Amethod according to any preceding daim, char- 



acterised in that the step of using the unit (A or 
B) which is storing the software of the higher 
grade to replace or revise the software of the 
other unit (A or B) comprises the steps of erasing 

5 the software of the lowergrade from the memory 

means (10A,10B) of the said other unit (AB) and 
loading into that memory means (10A10B) soft- 
ware of the higher grade from the memory means 
of the unit (A,B) storing the software of the higher 

10 grade. 

6. Amethod according to any preceding daim, char- 
acterised in that the step of switching each re- 
programmable memory means (10A10B) into 

15 the reprogrammable mode comprises the step of 
applying a predetermined electrical voltage 
thereto. 

7. A method according to any preceding claim, char- 
20 acterised in that each unit (AB) is a mobile com- 
munications terminal. 

8. A method according to any preceding claim, char- 
acterised in that each reprogrammable memory 

25 means comprises a FLASH Eprom. 

9. Apparatus for upgrading software stored in re- 
programmable memory rrteans (10A10B) in a 
computer-controlled unit (A.B), comprising inter- 

30 connecting means (C) for interconnecting the unit 
(AB) with another, similar, unit (AB). comparing 
meains (8A8B) in each unit which is responsive 
to such interconnection (C) to compare the grade 
of software stored in its memory means 

35 (10A10B) with the grade of software stored In 
the memory means (10A10B) of the other unit 
(AB). and reprogramming means (8A8B) in each 
unit (AB) and operative when the comparing 
means (8A8B) of that unit (AB) determines that 

40 the grade of software stored in that unit (AB) is 
higher than the grade of software stored in the 
other unit (A,B) to upgrade the software stored in 
the other unit (AB), characterised In that each re- 
programmable memory means (10A10B) \s 

45 switchable between a normal operating mode in 
which its said software Is used for controlling the 
unit (AB) and Is not reprogrammable and a re- 
programmable mode in which its software can be 
reprogrammed, and In that the Interconnection 

50 means (C) indudes means (15A,15B,26A26B, 

30A30B) operative to cause each memory 
means (10A,10B) to be switched into the reprog- 
rammable ntode. 

55 10. Apparatus according to daim 9, characterised In 
that each memory means (10A10B) is switched 
into the raprogramming nrKxje by applying a pre- 
determined voltage thereto, and in that the intar- 
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connection means comprises means tor applying 
that predetermined voltage to the memory 
means. 

11 Apparatus according to daim 10. characterised In 
" that each unit (A.B) includes a source of the pre- 
determined voltage (18A.18B). and the intercon- 
necfion includes a source of the predetermined 
voltage (iaA.18B). and the Interoonnecfion 
means (C) comprises means (46) for applyitig 
that voltage as produced by one of the units (A) 
to the reptogrammable memory means (10A) of 
that unit (A) and means (44) for applying the pre- 
determined voltage of that unit (A) to the memory 
means (ICS) of the other unit (B). 

12. Apparatus according to any one of claims 9 to 11 . 
characterised In that each reprogrammable 
memory means is a lOASH Eprom (10M0B). 

13 Apparatus according to any one of claims 9 to 12. 
■ characterised by means (8A,8B) operative in re- 
sponse to Interruption of the reprogramming 
means to enter data in the unit (^B) whose soft- 
ware is being upgraded to indicate corruption of 
the sofbware therein and to block operation of the 
reprogramming means (10A.10B) of that unit 
(^B). 

14. Apparatus accordingtoclaim13. characterised in 
that the said data represents the lowest grade of 
software. 

15. Apparahjs according toanyoneofclaim89to14. 
dJ^ierisad in that each unit (A,B) 18 a moble 

oommunicaUons terminal. 

16. Amobileoommunicationsterminal(e.g.A)foruse 
In a ceflular telephone system, comprising micro- 
processor means (e.g. SA) for controlling the op. 
eration of the terminal (A) in dependence on soft- 
ware stored In reprogrammable memory means 
(10A) in the terminal (A), characterised inthatthe 
memory means (10A) is switchaWe from a nor- 
mal operating mode to a reprogramming mode by 
the application of a predetermined voltage there- 
to and by a source of the predetermined voltage 
within the terminal (ISA); whereby application of 
the predetermined voltage to the memory means 
(10A) enables the software in the memory 
means (10A) to be loaded into the memonr 
means (10B). in another, similar. unlt(B) so as to 
upgrade the software therein and/or to enaWe 
the software which it(A) stores to be upgraded by 
loadmg Into its memory means (10A) softv«re 
from the memory means (10B) of another, simi- 
iar,unit(B). 
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A cable loom (C) f« interconnecting two mobOe 
communications terminals (AB) «achof whteh^ 
corporates a microprocessor (5A.5B.8A.8B) tor 
controlling its operation and reprogrammable 
memory means (10A.10B) spring for 
controlling the microprocessor (5A.5B.ba.8B). 
the memory means (10A.10B) being switohable 
from a normal operating mode to a reprogranv 
ming mode by the application of a predetermined 
voltage thereto, characterised in that the cable 
loom comprises means (46.44) for applying the 
predetermined voltege to both memory means 
(10A.10B) so as to switch them into the reprog- 
ramming mode whereby the microprocessor 
means (5A.5B.8A.8B) of the units (A.B) compare 
the grades of the software respectively stored m 
the two memory means (10A.10B) to determine 
which (if either) has the higher grade and there- 
after cooperate such that software of the higher 
grade is passed via the cable loom (C) into and 
is stored in the memory means (10A10B) of the 
other unit (A.B). 

18. AcabteloomaocordingtodaimlT.characterised 
in that it incorporates a source of the predeter- 
mined voltage. 

19. A terminal or a cable loom according to any one 
of dalms 16 to 18. diaracterised in that Mch 
memory means is a FLASH Eprom (10A.10B). 
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